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audit AT LATICI7AIVREEE S

cap TJ74{)LOCAPITO—F

default_quota BETEE D quotal.aA—KZWindows|[ZiZ i
expand_msdfs DFSOZAT7 U REREFY DhostlZ)FALURT B? X
extd_audit sysloglZ 77 IVIR{EZH 7

fake_perms BETJTOJ7A)L%Ereadonly IZT5
full_audit A MCBE B AL EREEN D

netatalk AppleDouble 771 LR B73<T %
readahead kernel buffer v 2%27)O—K3 3
readonly FrE D EFfEl £ B Zreadonly(Z9 5
recycle JSFEHERERERT 5

shadow_copy shadow copyt¥REZEIRT 5

Xweb ED<=a7)LIZIE%EL



samba®dweb L [Z1X
@ 156 HEFIDNDEDMNABYET

vfs_cacheprime
vfs_catia
vfs_commit
vfs_gpfs
vfs_notify fam
vfs_prealloc
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vfs object = audit
audit:facility = LOCAL1L
audit:priority = NOTICE
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[2007/06/22 21:49:22, 2] smbd/open.c:open_Tile(352)

ribbon opened file #FIFFATFRAF FFaAk . txt read=Yes write=Yes (numopen=2)
[2007/06/22 21:49:22, 2] smbd/close.c:close _normal_file(344)

ribbon closed file #FHFATFRAL FFaA k. txt (numopen=1)
[2007/06/22 21:49:26, 2] smbd/open.c:open_Tile(352)

ribbon opened file FFETF AL FFa1AF txt read=No write=No (numopen=2)
[2007/06/22 21:49:26, 2] smbd/close.c:close_normal_fTile(344)

ribbon closed file #FHATFAL FFaAVF . txt (numopen=1)
[2007/06/22 21:49:26, 2] smbd/open.c:open_Tile(352)

ribbon opened file ./FHTFRAF FFaA k. txt read=No write=No (numopen=2)
[2007/06/22 21:49:26, 2] smbd/close.c:close normal _file(344)

ribbon closed file ./#FHATH+A+ FFaAVk txt (numopen=1)
[2007/06/22 21:49:27, 2] smbd/open.c:open_fTile(352)

ribbon opened file test.txt.txt read=Yes write=No (numopen=2)
[2007/06/22 21:49:27, 2] smbd/close.c:close normal_file(344)

ribbon closed file test.txt.txt (nhumopen=1)
[2007/06/22 21:49:27, 2] smbd/open.c:open_Tile(352)

ribbon opened file test.txt.txt read=No write=No (nhumopen=2)
[2007/06/22 21:49:27, 2] smbd/close.c:close normal fTile(344)

ribbon closed file test.txt.txt (nhumopen=1)
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smbd_audit[11627]:
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smbd_audit[11627]:

smbd_audit[11627]:
smbd_audit[11627]:

failed: FATGELT—IVHYEEA
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smbd_audit[11627]:
smbd_audit[11627]:
smbd_audit[11627]:
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smbd_audit[11627]:

smbd_audit[11627]:
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smbd_audit[11627]:
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connect to service ribbon by user ribbon
opendir ./

opendir .

opendir ./

opendir .

opendir .

opendir ./

opendir .

opendir .

open %J?iET:\’—ZF FFaAvk.txt (Fd 27) for writing
fchmod_acl #FHFATHFAL FFa AUk txt mode Oxle4

close fd 27

opendir ./

opendir ./

opendir .

opendir .

rename ./FHRTFAL FFai k. txt -

opendir ./

open test.txt.txt (fd 27)
opendir ./

close fd 27

open test.txt.txt (fd 27) for writing
opendir ./

close fd 27

opendir ./

opendir ./

opendir ./

unlink test.txt.txt



audit&extd audit®ELD
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Jun 22 22:46:39 cent5 smbd _audit:

HYFBA) IFIRTFAS FFaivb txt

Jun 22 22:46:39 cent5 smbd _audit:

HYFEBA) | FHRTEAL FFaAVM . txt

Jun 22 22:46:39 cent5 smbd_audit:

HYFETA) | FRTFAN FFaA b txt

Jun 22 22:46:39 cent5 smbd_audit:

HYFEFTA) | FRTFAN FFaA b txt

Jun 22 22:46:39 cent5 smbd _audit:

HYFBA) |FRTFAS FFaAiAvb txt

Jun 22 22:46:39 cent5 smbd _audit:

HFA) | FHRTFRAL FFaAV txt] 744
Jun 22 22:46:53
SNTULEEA)

Jun 22 22:46:53
uccess(682)

Jun 22 22:46:
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Jun 22 22:46:
uccess(682)
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uccess(682)
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cents5
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centb5
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cent5 smbd _audit:
smbd_audit:

smbd_audit:
smbd_audit:
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smbd_audit:

smbd_audit:
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ribbon|]192.
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ribbon]192.168.

168.
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1
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_53|stat|fail (FD&IGT7AILROTALIRIIE
_53|stat|fail (FD&ILET7AILROTALIRIIE
B3| Istat|fail (FD&IET7AILOTALIR)IE

.53|stat]fail (FD&ILET7AILDOTALIM)IE

53|stat|fail (FD&IGET7AILOTALIM) T

.53|fchmod_acl | fail (FIBAATRELRT—20HYE

53]get_shadow_copy data]fail (BE%iizE

[2007/06/22 22:46:53, 0] modules/vfs_fTull_audit.c:log_s

log_success() failed to get vfs_handle->data!
ribbon]192.168.1.53|chdir]ok]chdir]|/home/ribbon
[2007/06/22 22:46:53, 0] modules/vfs full _audit.c:log_s

log_success() failed to get vfs_handle->data!
ribbon]192.168.1.53|stat]|ok|#FHHRTF AL FFaAUk txt
[2007/06/22 22:46:53, 0] modules/vfs_fTull_audit.c:log_s

log success() failed to get vfs handle->data!
ribbon|192.168.1.53| Istat]|ok|FHBETF AL FFaiA k. txt



)“‘J’t’—:)d) %Eﬂf::bﬁlz\g

o full auditiZz XK=EIZAVytE—UHHS
O Ayt—UDEEBNNE
read,write,unlink & 5
®sysloglZHi 5
samba®logl Z[E XL THZELY
messages & Bl H L E
XFa—Fk
Ayt—(strerrerz {3 B




AARZEOI—HRZZHEL =)

® Windows XP O HIEIZRTE

A—H R AABEFIZIEINEFEHENON
QB CHARETANSINS. BEREODI—HT 4
FIWLWZELDAPHUTF-85F i

® UNIXZROSTHD I —H AL
HRBFOH(LEMNE . EEBLUNDEEZIHHOEZ
AZDELDHIEL)
32X FFET(Linux). 163XFF T(BSD). 8XFET(F

1J<5 JLUNIX
g ) RIEME BT



fArEMLEL LD

o1 —H¥—RZEMHYET
AN ZNFEKRELFRM
- .t EBIDENTEEBLTWAERRLHAELIET
HEA
VAT LRIFIORGEITRRZFUIYE RS LIET

T

®LiEa BLDOIVIEESD
OJAVIZBARE. AEBIXERF
ES] E'_:'( 7&%)0)75\?&'5

I
li
[T
TT]




2DDI VI AR

o B~y T EEIIT YT
samba 3.0.20 & YHI I ERRI< Y T D H
username map 7\ A—4
CDINTGA—RATHERELIZI7AMILTA—TLEEH
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® EXTE 71 ILEFZEAR (/etc/samba/username.map)
ribbon=,~AY
ribbon="Aqua Clear"

oA LTHB

[2007/06/23 14:41:39, 2] auth/auth.c:check_ntlm_password(309)
check_ntlm_password: authentication for user [ FAY] -> [ribbon] -> [ribbon] succeeded
[2007/06/23 14:41:39, 2] lib/module.c:do_smb_load_module(64)

[2007/06/23 14:57:38, 2] auth/auth.c:check_ntlm_password(309)
check_ntlIm_password: authentication for user [Aqua Clear] -> [ribbon] -> [ribbon] succeede
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# more /etc/samba/mapscript.sh

#1/bin/sh
Idapsearch -x -b "ou=userinfo,dc=w2003,dc=local" sn=%$1
| grep cn: | cut -b 5-
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